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of IT processes will be
“all automated”

in one year

Source: The Impact of Event-Driven Automation on IT Operations,
451 Research, September, 2022.




The ability to
connect intelligence, analytics and service requests
for an IT solution
to automated actions so that activities

can take place in a single motion.
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EDA - Playbook vs. Rulebook

Event Driven Ansible

do something

Decide

Start
something
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Event-Driven Ansible Integration Technologies

Event source plugins

CERTIFIED SOURCE PLUGINS

Prometheus/Alertmanager
AppDynamics

Sensu

Dynatrace

Kafka (event streams)
webhooks

watchdog (file system watcher)
url_check (url status check)
range (event generation plugin_
file (loading facts from yaml)

ROADMAP FOR
INTEGRATIONS

Azure Service Bus
AWS EventBridge
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Event-Driven Ansible and ServiceNow ITSM integration

Events to human observation

EDA

Automation

Decision Making and Workflows

» Observe events in the environment
> Places where the same remediation is applied

again and again. D

» Use events to trigger ITSM ticket escalation &
>  Critical system or infrastructure failure triggers an

action to create an incident on ServiceNow for

human intervention. SerVicen w

» Update ServiceNOW CMDB
> Infrastructure changes can be observed and used
to trigger ServiceNow to update its inventory
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‘ API for Red Hat Ansible Automation Platform
Certified Content Collection

Connect your ServiceNow ITSM with the Ansible-certified Content Collection for
ServiceNow

Certified App

Red Hat

Red Hat Inc TPP
Compatibility: Tokyo, San Diego, Rome
Pricing

Free
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Red Hat Ansible Automation Platform technical deck

Anyone can automate...

coordinate and scale

Ansible Automation
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Red Hat Ansible Automation Platform technical deck

Many organizations share the same challenge.

Lo

Differing skills, roles,
and responsibilities

Devs/DevOps IT ops SecOps Line of business Network ops
. ()
@ [az] (1o
Growing number
of use cases X C /N

Multiple platforms

]— 9DUBUISA0D) 41

Security

Across multiple domains
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Red Hat Ansible Automation Platform technical deck

The solution? Break down the silos.

Unified platform o iy Governance
<I>
Consistent automation R @)
N\ > : Cloud A

<>\,
A=

Data center

®

Line of business

T

l

1 1
L £ £

Devs/DevOps  IT ops SecOps  Network ops
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Achieve goals and focus teams with advanced automation techniques

080 (L
N— 2
Speed Consistency Innovation

Innovate to more advanced levels of
automation and free productivity for
innovation and higher level projects

Reduce the number of manual steps,
enable orchestration of multiple tools
and accelerate cross-tool interaction

Minimize risks with automated |
workflows, avoid human errors and use
auditable and verifiable processes

Become more agile Ensure resilience | TransformIT
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Why Red Hat Ansible Automation Platform?

Supported and certified content you can trust.

150+

Certified Content
Collections

55+

Certified technology
partners
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Cloud
rovider q
p B
CMDB
Hypervisor
Inventory

Single source of truth

Avoid creating conflicting information by establishing single sources of truth for

specific information.
Don't try to keep all truth in one single system!
Establish clear ownership of information

Differentiate between as-is and to-be information



As-is and to-be information

As-is describes the current state of a system.
To-be describes the desired end-state of a system.

Typically discovered by interrogating the I O I O

environment in some way - Ansible facts are Typically entered manually into some kind of

typically as-is information. I I O I I management tool - often ends up variables in Ansible.
Typical sources: cloud or virtualisation Typical sources: CMDB, Ansible inventory

platform, individual hosts

End goal of automation is to ensure as-is matches what is described in to-be.



Example manual workflow: remediating issue on managed system
Time is spent on toil and churn

. TIME TO RESOLVE

.~ Hours to Days

______

‘ Ie

|3. IT staff or
1. A failure event | automated systems 5. An IT contractor is 7. The system is
occursona interface with an issue assigned to the issue. restored to working
monitored system. ‘tracking system. order.
J J \ J
A -
'} , , T,y ( )
; o 6. The contractor works 8. The IT contractor is
2. IT is notified of i i X S0 ; ;
s lsstic = Atnzwftlcﬁ?t 1S the issue. Often, this is a paid for resolving the
: greated fotAne relatively simple fix, such ticket.
| Issue, as restarting a service or J
L J clearing disk space.
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Example event-driven workflow: Speed and shorter MTTR

Event driven automated remediation: same issue, fully automated workflow

OBSERVE EVALUATE ACT
Third party tools: ® Routed for remediation ® Automated resolution triggered
° Watch data / streaming data _> ®  Known problem identified _> ® Remediation action completed
e ldentify event e Required action identified e Shorter MMTR
e  With or without notification : g : g

and ticketing integration
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Suggested path to event-driven automation maturity

Simple to sophisticated use cases

Level 3
Expand: AlOps,
Ops-as-Code
Self-Service

Level 2
Expand sources,

Send curated event data into Al/ML
Rulebook actions

Proactively employ predictive models

Roll out self-service self-service to business / tenant operations
Level1
Automate service

Add additional signal sources and handle more complex event patterns
and response

Factor in operational data points into event decisions
(eg: change window times)

Reducing operations costs for easy, high volume ticket / incident types

Maturity Level

Analyze tickets, incidents, and root cause reports
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Thank you

Red Hat is the world's leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat



